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Data processing agreement

between

[company, address, authorized representative]

as the controller

(herein referred to as “Client”)

and

Ryte GmbH

Paul-Heyse-Straße 27, 80336 München

as the processor

(herein referred to as “Contractor”)

Preamble

The Client wishes to contract the Contractor with the services specified in Section 3. Part of the
contract performance is the processing of personal data. In particular, Art. 28 GDPR provides certain
requirements for such processing on behalf of the Client. In order to comply with these requirements,
the Parties enter into the following Agreement, whose execution shall not be remunerated separately,
unless this is expressly agreed.

§ 1 Definitions
(1) In accordance with Art. 4 (7) GDPR, the controller means the body which, alone or jointly with

others determines the purposes and means of the processing of personal data.
(2) In accordance with Art.4 (8) GDPR, a processor is a natural or legal person, authority, institution

or other body that processes personal data on behalf of the controller.
(3) In accordance with Art. 4 (1) GDPR, personal data personal data means any information

relating to an identified or identifiable natural person (‘data subject’); an identifiable natural
person is one who can be identified, directly or indirectly, in particular by reference to an
identifier such as a name, an identification number, location data, an online identifier or to one
or more factors specific to the physical, physiological, genetic, mental, economic, cultural or
social identity of that natural person;

(4) Personal data requiring particularly high protection are personal data as defined by Art. 9 GDPR
revealing the racial and ethnic origin, political opinions, religious or philosophical beliefs or trade
union membership of data subjects, personal data as defined by Art. 10 GDPR on criminal
convictions and criminal offenses or related security measures, as well as genetic data pursuant
to Art. 4 (13) GDPR, biometric data pursuant to Art. 4 (14) GDPR, health data pursuant to Art. 4
(15) GDPR, and data on the sex life or sexual orientation of a natural person.

(5) In accordance with Art. 4 (2) GDPR, procession means any operation or set of operations which
is performed on personal data or on sets of personal data, whether or not by automated means,
such as collection, recording, organisation, structuring, storage, adaptation or alteration,
retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making
available, alignment or combination, restriction, erasure or destruction.
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(6) In accordance with Art. 4 (21) GDPR, supervisory authority means an independent public
authority which is established by a Member State pursuant to Article 51;

§ 2 Information on the responsible data protection supervisory authority
(1) The responsible supervisory authority for the Contractor is the Bavarian State Office for Data

Protection Supervision, Promenade 18, 91522 Ansbach, Phone: + 49 (0) 981 180093-0, Fax:
+49 (0) 981 180093-800, e-mail: poststelle@lda.bayern.de

(2) The Client and the Contractor and, if necessary, their representatives shall cooperate, upon
request, with the respective responsible supervisory authority in the execution of their duties.

§ 3 Subject matter of the contract
(1) The Contractor provides services for the Client in the area of "web services". In doing so, the

Contractor shall obtain access to personal data and shall process such data exclusively on
behalf of and in accordance with the instructions of the Client.

(2) The scope and purpose of the data processing by the Contractor are set out in the main
contract. Full reference is made to the main contract. The Client shall be responsible for the
evaluation of the permissibility of the data processing.

(3) The Parties enter into this Agreement to specify the mutual rights and obligations under data
protection law. In case of doubt, the provisions of this Agreement shall take precedence over
the provisions of the main contract.

(4) The regulations of this Agreement shall apply to all activities which are connected with the main
contract and during which the Contractor and its employees or persons employed by the
Contractor have access to personal data which originate from the Customer or were collected
for the Customer.

(5) This Agreement shall apply accordingly to the testing and maintenance of automated processes
or data processing systems if access to personal data cannot be excluded in the process.

(6) The term of this agreement shall be based on the term of the main agreement, unless
obligations or rights of termination beyond this arise from the following provisions.

§ 4 Right of instruction
(1) The Contractor may only collect, process or use data within the framework of the main contract

and in accordance with the Client's instructions; this applies in particular with regard to the
transfer of personal data to a third country or to an international organization.

(2) Excluded from this are circumstances in which processing is obliged of the Contractor by the
law of the European Union or the Member States to which it is subject for compelling legal
reasons.

(3) In such situations, the Contractor shall, as far as possible, inform the Customer of the relevant
legal requirements prior to the start of the processing.

(4) The Client's instructions shall initially be determined by this Agreement and may thereafter be
amended, supplemented or replaced by the Client in writing or in text form by individual
instructions (individual instructions).

(5) The Client shall immediately confirm verbal instructions in text form in writing or by e-mail. The
Contractor shall note the date, time and person who issued the verbal instruction as well as the
reason why no written instruction could be issued.

(6) The Client shall be entitled to issue corresponding instructions at any time. This includes
instructions regarding the correction, deletion and blocking of data.

(7) The Client shall name the person authorized to issue instructions on the part of the Client to the
Contractor. In the event of a change or longer-term prevention of the named persons, the
successor or representative shall be named to the Contractual Partner in text form without
delay.

(8) All instructions issued shall be documented by both the Client and the Contractor. Instructions
which go beyond the performance agreed in the main contract shall be treated as a request for
a change in performance.

(9) If the Contractor is of the opinion that an instruction of the Client violates data protection
regulations, the Contractor shall notify the Client thereof without undue delay. The Contractor
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shall be entitled to suspend the execution of the relevant instruction until it is confirmed or
amended by the Client. The Contractor may refuse to carry out an obviously illegal instruction.

§ 5 Type of processed data, group of data subjects
(1) As part of the performance of the Main Contract, the Contractor shall have access to the

personal data specified in more detail below. These data include:

● First and last name(s)
● IP addresses
● Address
● Telephone number
● E-mail address
● Company of the employer
● Professional activity / position in the company
● Data on the usage behavior of employees within the Contractor's products.

(2) The group of persons affected by the data processing includes:

● authorized users / employees of the client

§ 6 Protective precautions of the contractor
(1) The Contractor is obligated to observe the statutory provisions on data protection and not to

disclose information obtained from the Client's domain to third parties or expose it to their
access. Documents and data shall be secured against disclosure to unauthorized persons,
taking into account the state of the art.

(2) The Contractor shall organize the internal organization within its area of responsibility in such a
way that it meets the special requirements of data protection. It shall take all necessary
technical and organizational measures to adequately protect the Customer's data pursuant to
Art. 32 GDPR.

(3) The Contractor reserves the right to change the security measures taken, while ensuring that
the contractually agreed level of protection is not undercut.

(4) The Contractor has appointed an external data protection officer for data protection: ECOVIS
ERP Rechtsanwälte, Florian Schweitzer, Ernst-Reuter-Platz 10, 10587 Berlin;
florian.schweitzer@ecovis.com, +49 (0) 30 31 00088. The Contractor has published the contact
details of the data protection officer on its website.

(5) Persons employed in data processing by the Contractor are prohibited from collecting,
processing or using personal data without authorization. The Contractor undertakes to oblige all
persons entrusted by it with the processing and fulfillment of this Agreement (hereinafter
referred to as employees) accordingly (obligation of confidentiality, Art. 28 Para. 3 lit. b GDPR)
and to ensure compliance with this obligation with due diligence. These obligations must be
formulated in such a way that they remain in force even after termination of this contract or the
employment relationship between the employee and the contractor. Evidence of the obligations
shall be provided to the Client in a suitable manner upon request.

§ 7 Information Duties of the Contractor
(1) In the event of disruptions, suspected data protection violations or violations of contractual

obligations of the Contractor, suspected security-related incidents or other irregularities in the
processing of personal data by the Contractor, persons employed by it within the scope of the
contract or by third parties, the Contractor shall inform the Client immediately in written or text
form. The same shall apply to audits of the Contractor by the data protection supervisory
authority. The notification of a personal data breach shall contain at least the following
information:
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a) a description of the nature of the personal data breach, including, to the extent possible,
the categories and number of data subjects, the categories affected and the number of
personal data records affected;

b) a description of the measures taken or proposed by the Contractor to address the breach
and, where appropriate, measures to mitigate its potential adverse effects.

(2) The Contractor shall immediately take the necessary measures to secure the Data and mitigate
any possible adverse effects of the Data Subjects, inform the Customer thereof and request
further instructions.

(3) The Contractor shall furthermore be obligated to provide the Client with information at any time
insofar as the Client's data is affected by a breach pursuant to subsection 1.

(4) If the Client's data is endangered at the Contractor by seizure or attachment, by insolvency or
composition proceedings or by other events or measures of third parties, the Contractor shall
inform the Client thereof without undue delay, unless it is prohibited from doing so by court or
official order. In this context, the Contractor shall immediately inform all competent bodies that
the decision-making authority over the data lies exclusively with the Customer as the
"responsible party" within the meaning of the GDPR.

(5) The Contractor shall inform the Client without undue delay of any significant changes to the
security measures pursuant to Section 6 (2).

(6) The Customer shall be informed immediately of any change in the person of the external data
protection officer for data protection.

(7) The Contractor and, if applicable, its representative shall keep a directory of all categories of
processing activities carried out on behalf of the Client, which shall contain all information
pursuant to Article 30 (2) of the GDPR. The directory shall be made available to the Client upon
request.

(8) The Contractor shall cooperate to a reasonable extent in the preparation of the procedure
directory by the Client. The Contractor shall inform the Client of the required information in an
appropriate manner.

§ 8 Inspection rights of the customer
(1) The Client has selected the Contractor under the aspect that the Contractor provides sufficient

guarantees to implement appropriate technical and organizational measures in such a way that
the processing is carried out in compliance with the requirements of the GDPR and ensures the
protection of the rights of the data subject. He shall document the result of his selection.

(2) For this purpose, he may, for example:

● take into account data protection-specific certifications or data protection seals and
certification marks,

● obtain written self-disclosure from the contractor or
● obtain a certificate from an expert.

(3) The Client shall be entitled, after timely notification, but at least 10 working days in advance, to
satisfy itself in person or through a knowledgeable third party, who may not be in a competitive
relationship with the Contractor, of compliance with the agreed regulations during normal
business hours without disrupting operations.

(4) Generally, the Customer shall be entitled to the right of inspection pursuant to Section 8 (3)
within the meaning of Art. 28 ( 3) letter h of the GDPR. The Parties agree that the Client shall
only make use of this right in the event of a concrete suspicion of a violation of applicable data
protection law or of this Agreement.

(5) The Client shall furthermore,
a) hear the Contractor regarding the violations. For this purpose, the Client must inform the

Contractor in writing about the suspicion and request him to comment on the facts
described. The Contractor shall be granted a period of at least two weeks.

b) inform the responsible persons of the Contractor or their contact persons about the
results of the evaluation of the statement.

(6) If the Contractor or the persons employed by the Contractor within the scope of the contract
violate regulations on the protection of personal data of the Client or the stipulations made in the
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contract, an examination related thereto can only be carried out without timely notification if the
Client has complied with the regulations of § 8 (5) without exception. This must not cause any
disruption to the Contractor's operations.

(7) The Client shall inform the Contractor immediately and in full if it discovers errors or
irregularities with regard to data protection provisions during the inspection.

(8) The cost of an inspection at the Contractor shall be limited to one day per calendar year. The
Contractor may demand reasonable compensation for additional inspections that are not based
on a specific reason or a justified suspicion of a violation of personal data.

§ 9 Subcontractors
(1) The Contractor is authorized to establish subcontracting relationships with subcontractors

("Subcontractor Relationship") within the scope of its contractual obligations.
(2) The Contractor undertakes to engage the subcontractor and only in compliance with Article 28

(2) to (4) of the GDPR.
(3) The commissioning of subcontractors who are based in third countries shall only be contracted

under the separate provisions of Art. 44 et seq. GDPR are contracted. This can be done with
the help of the EU standard contractual clauses. Purely declaratory, it should be noted that
these contracts are to be drawn up in writing or in electronic format in accordance with the
GDPR pursuant to Art. 28 (4) and (9).

(4) The Contractor undertakes, within the scope of its possible, to check and document the
compliance of its subcontractor with its obligations under data protection law.

(5) In accordance with the upstream preamble in conjunction with. § 3 of the Agreement, the
Customer is aware of the large number of subcontractors on the part of the Contractor. Due to
the special business field of the Contractor, these are also necessary for the full performance of
the contract. The subcontractors are known to the Contractor at the time of the conclusion of the
GCU. They are listed in the following grid: "Supplier", "Address", "DPA Status" and "Content".

(6) The Customer shall have the right to request a current list of subcontractors at any time.
(7) A subcontractor relationship within the meaning of this provision shall not exist if the Contractor

commissions third parties with services which are to be regarded as purely ancillary services.
These include, for example, postal, transport, cleaning, telecommunications and shipping
services that are not in a concrete exchange relationship with the main service obligation.

§ 10 Requests and rights of data subjects
(1) The Contractor shall support the Client as far as possible with suitable technical and

organizational measures in fulfilling the Client's obligations pursuant to Articles 12-22 as well as
32 and 36 of the GDPR.

(2) If a data subject asserts rights, such as the right to information, correction or deletion with
regard to his data, directly against the Contractor, the Contractor shall not react independently,
but shall immediately refer the data subject to the Client and await the Client's instructions.

§ 11 Liability
(1) In the internal relationship with the Contractor, the Customer alone shall be liable to the data

subject for compensation for damages suffered by a data subject due to inadmissible or
incorrect data processing or use within the scope of the commissioned processing in
accordance with the data protection laws.

(2) The Contractor shall be liable exclusively for damages based on a processing carried out by it in
which

● he has not complied with the obligations resulting from the GDPR and specifically imposed
on Processors, or

● he acted in non-compliance with the lawfully issued instructions of the client, or
● he acted contrary to the lawfully issued instructions of the Principal.
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(3) The parties shall each release themselves from liability if a party proves that it is not responsible
in any respect for the circumstance as a result of which the damage occurred to an affected
party.

(4) An agreement on limitation of liability under the main contract shall also apply in connection with
paragraph 2 and paragraph 3.

§ 12 Duration of the Agreement
(1) The term of the data processing agreement shall be based on the term of the main agreement,

unless otherwise stipulated in the provisions of this DPA.
(2) The contracting parties are aware that no (further) commissioned processing may be carried out

without the existence of a valid DPA, e.g. upon termination of the present contractual
relationship.

(3) The right to terminate without notice for good cause remains unaffected.
(4) Terminations must be in writing to be effective.

§ 13 Termination of the Principal Contract
(1) The Contractor shall return to the Customer after termination of the main contract or at any time

upon the Customer's request all documents, data and data carriers provided to the Contractor
or - at the Customer's request, unless there is an obligation to store the personal data under
Union law or the law of the Federal Republic of Germany - delete them. This shall also apply to
any data backups at the Contractor. The Contractor shall provide documented proof of the
proper deletion of any data still in existence. Documents to be disposed of shall be destroyed
using a document shredder. Data carriers to be disposed of shall be irretrievably destroyed.

(2) The Customer shall have the right to control the complete and contractually compliant return or
deletion of the data at the Contractor in a suitable manner.

(3) The Contractor shall be obligated to treat as confidential any data of which it becomes aware in
connection with the main contract, even beyond the end of the main contract. The present
agreement shall remain valid beyond the end of the main contract for as long as the Contractor
has personal data at its disposal which have been forwarded to it by the Customer or which it
has collected for the Customer.

§ 14 Final Provisions
(1) The parties agree that the defense of the right of retention by the Contractor within the meaning

of Section 273 of the German Civil Code (BGB) with respect to the data to be processed and
the associated data carriers is excluded.

(2) Amendments and supplements to this agreement must be made in writing or in text form. This
shall also apply to any waiver of this formal requirement. The priority of individual contractual
agreements shall remain unaffected.

(3) If individual provisions of this Agreement are or become wholly or partially invalid or
unenforceable, this shall not affect the validity of the remaining provisions.

(4) This agreement is subject to German law. The exclusive place of jurisdiction is Munich,
Germany.

[place], the ………………………. Munich, the ………………………………

…………………………………………... ……………………………………………...
[client] Ryte GmbH 
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